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Abstract

It is impossible to overstate how much the advancement of technology has impacted our culture and day-to-day activities.
Technology is essential for completing tasks quickly, effectively, and efficiently. Its expansion has resulted in widespread
dissemination across several disciplines. The development of biometric technology has improved record authenticity, hence
enhancing the integrity and uniqueness of individual records. Every organization places a high value on key management. An
efficient key management system offers key records on demand, making it simple to maintain track of the organization keys and
the people who signed them. The Dalhatu Araf Specialist Hospital in Lafia uses a manual approach for key collection with staff
members signing up on handwritten forms. The goal of this project is to automate the manual process and include biometric
thumb printing as a means to accurately monitor the whereabouts of signed keys. The study uses the structured system analysis
and design methodology as a tool to structurally guide the goal of this study in order to construct the targeted system efficiently.
The system being targeted is a mobile application that utilized Java with SQLite database technology.
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1. Introduction

The world has undergone a revolution as a result of the spread
of internet technology [1]. Its expansion has had a significant
influence on several academic departments and disciplines;
Artificial  Intelligence, machine learning, robotics,
bioinformatics, biomedicals, etc. are all included in this
discipline [2-4]. Utilizing devices like a biometric thumbprint
are crucial for enhancing the security and uniqueness of
organizational records. The benefit of using biometric security
systems over more traditional authentication techniques,
including personal identification cards, magnetic cards, and
individual names, is obvious: they are inextricably tied to a
person and consequently difficult to be compromised by loss,
fraud, or theft thus, enhancing a system's security and
dependability.

Physical asset security for organizations is a developing trend
with a persistent demand for high-performance. Unified
solutions that are affordable and can assist to maintain a secure
working environment are necessary in organizations. With a
broad variety of options and capabilities, modern key
management systems in particular satisfy those demands,
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making them even more helpful and safe for today's security
requirements.

Any firm may reduce and keep an eye on risk using managed
key management, regardless of the size or kind of facility. The
automated systems are made to monitor, track, and regulate the
distribution of keys to only authorized individuals. A key
control system's functionality is improved by having online
monitoring, updating, and reporting capabilities, which also
add to the integrity of the entire security strategy.

This study was motivated by the fact that Dalhatu Araf
Specialist Hospital in Lafia, which serves as a case study,
continues to maintain keys manually despite the significant
effect of growing internet technologies. As a result, the project
seeks to use the bio-informatic and internet-based technologies
to automate the hospital's manual key management system
and, as a result, add biometric fingerprinting for the signature
of office keys. The goal of this work therefore, is to automate
the Dalhatu Araf Specialist Hospital in Lafia, Nasarawa State's
manual key management system by verifying key collectors'
validity using fingerprint biometric authentication, to keep
track of the keys that are available and those that are not in
relation to the collectors and to stop workers from lying about
their arrival time for work.
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2. Literature Review

Numerous works that are concerned with security and the key
management system were been assessed. Design and
construction of a door locking security system using GSM
were taken into consideration by [5]. The project involved
designing and building a remotely operable security door
prototype. A GSM phone set functioning as the transmitter and
a second GSM phone set with dual-tone multi-frequency
(DTMF) linked to the door motor through a DTMF decoder
interfaced with a stepper motor and a microcontroller unit. It
offers a simple method of operating a lock without making
physical touch; however the technology is devoid of a real user
authentication mechanism like a biometric or facial
recognition system. Additionally, it lacks a notification and
alarm system. The dependability of security can be improved
by including an additional security element. According to a
study by [6] titled "Design and Implementation of
Microcontroller Based Security Door System (Using Mobile
Phone & Computer Set"), a security door can be opened by
pressing the designated keys on a mobile phone or by entering
the corresponding code into a computer set that is interfaced
with the system. When the proper code is entered, the door
opens automatically and stays open for 10 seconds before
closing again. The security system is inexpensive but is
without an automatic code generating and registration mode
mechanism. The addition of biometric, auto-generation, and
registration mode procedures can be an upgrade.

Design of a "GSM-based Biometric Access Control system"
by [7] ensures that, when a finger is put on the scanner, it
immediately scans it and compares it to its template. If there is
a match, the LCD shows "Access Granted" and the door opens;
otherwise, "access refused” is shown. The GSM module sends
an Access-Request SMS to the admin phone in the
acknowledgement mode with the user's unique 3-digit number,
then waits for the admin to acknowledge the request. The
microcontroller unlocks the door and shows "access granted"
IF the admin agrees to the request. Generally speaking, a
biometric system is difficult to hack, but it lacks an automatic
option for acknowledgement mode. In a system created by [8],
the door is unlocked by the user using an RFID technology. If
the erroneous card is inputted, an SMS will be sent to the
designated recipient, and the security guard will get
notification through a buzzer. The SMS will be delivered via
the GSM protocol. A camera would be used for live
broadcasting. The system is designed to unlock the locks on
the infrastructure's interior doors using the authorized person's
cell phone. Although it is a straightforward and reasonably
priced security lock system, there is no registration option to
enable for the modification of the RFID ID number. To
improve security reliability, modification may be done by
including an additional security component, such a biometric
system.

A microcontroller-based home security system using GSM
technology was created by [9]. To control the system, a mobile

40

phone connects through Bluetooth to the microcontroller.
Another method for locking or unlocking the system is a
manual keypad. Due to its bi-modal (parallel) design, the
security system is dependable, but neither the code registration
mechanism nor the auto-generated code routine in the
microcontroller program are present. The design may be
changed to become a multiprotocol device by including
devices that create code automatically and serializing the
security features. In a security system created by [10], an RFID
reader reads the fingerprint from the passive tag and sends it to
the microcontroller. If the fingerprint matches, the
microcontroller then sends the password to the authenticated
prisoner's mobile number, and the authenticated prisoner then
enters both the passwords (the one that was already given to
the user and the one that was received from the
microcontroller) into the keyboard. The locker will be
unlocked if the two passwords match, else the microcontroller
will send a warning message to the cell phone of the verified
prisoner. It is a safe method of managing prisons by utilizing
several protocols. The system lacks a registration option that
would enable a change in the user's phone number and RFID
number without affecting the program. By adding a
registration method and enabling code generation rather to
utilizing a pre-existing password, the system can be improved.

An intelligent security system for cars was presented by [11],
in which the immobilizer and Near Field Communication
(NFC) tag are initialized with an authentication key by the
manufacturer. A smartphone with NFC capability also has the
smart secure mobile application installed by the manufacturer.
Using an NFC reader, the vehicle user extracts the
authentication key from the NFC tag and saves it in encrypted
form. The smartphone is put closer to the immobilizer when
it's essential to unlock the car. The immobilizer reads and
decrypts the key after placement. The immobilizer then uses
an authentication key to verify the key. If they match, it opens
the car; if not, it sends a warning message. Using secure
hardware, it increases the security of the cars but lacks vehicle
location services and a warning system to alert the owner of an
intrusion. Combining biometric, GPS, and GSM technology;
specifically, using biometric for unlocking, GPS to determine
the location of the car, and GSM for notification can increase
security.

A "microcontroller-based biometric locker system with short
messaging service (SMS)" was created by [2]. The locker is
unlocked once the system scans the fingerprint and compares
it to the stored pattern. Anytime an unidentified fingerprint is
found, the module was able to send a text message using the
locker's auto-generated passcode. It is an easy and dependable
method of protecting a lock system, but there is no mechanism
for registering the new user's finger patterns in the registration
mode. Incorporating registration mode and adding more
security elements would improve security dependability.

Industrial control systems (ICS) are described as the important
component of today's critical infrastructure due to its crucial
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function in process control and monitoring, according to [12]'s
opinion. Any malfunction or inaccuracy in the system will
cause significant harm. The risk of cyber attacks is increased
by their accessibility to the internet. As a result, they created
an effective key management system (KMS) while retaining
the functional aspects of ICS as the foundation for all
cryptographic operations. They examined current KMS and
their applicability for ICS, after which they offered a brand-
new KMS based on Identity Based Cryptography (IBC) as a
superior substitute for conventional KMS. The system's use of
the key escrow attribute and lack of a revocation mechanism,
however, raises certain security concerns. As a method of
boosting cyber-security, [13] presented an encrypted control
system capable of the dynamic management of the switching
of public and private keys. Controller falsification and replay
assaults are easy to spot with the control system. Future
research will need to evaluate the detection method's efficacy,
consider methodical defenses against the attacks' fluctuations
in control signals, and create a dynamic mechanism that
updates keys appropriately and autonomously using a suitable
map in order to avoid storing multiple keys in a control system.
An encrypted observer-based control paradigm was put out by
[14] to improve cyber security in networked control systems.
The suggested paradigm takes use of a semi-homomorphic
encryption mechanism, allowing the necessary computation to
be performed over encrypted data without the requirement for
decryption at the controller and observer levels. The
requirements on system parameters to ensure the stability of
the closed-loop system, however, provide difficulties for the
execution of the suggested technique.

3. Architectural Design of the Developed System

Since the existing system is a conventional system with a
manual technique for managing key collection, the designed
system automates the manual process of collecting office keys.
One must be fully registered in the system's design and have
their biometric information recorded. Therefore, before an
office key can be granted in conjunction with that specific
office number recorded during staff bio-data capture, the
employee information is validated as his biometric and
registered data during a key collecting event.

Register Staff ~ ———®

f—— View Keys N

Add key —

Authenticate
Staffatkey ——9f
callection

Update Key »

Update Staff ~ ———#|

Figure 1. High level model of the developed system

The high-level model in Figure 1 shows the general layout of
the automated key management systems that have been
created. It depicts the system's input requirements as well as

how those requirements are transformed to get the desired
results.

The data flow diagrams in Figures 2-5 depict how instruction
flows within the developed system.

n
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Automated Key
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Figure 2. The level-0 data flow diagram depicting the
overview of the entire system data flows and storage

Admin

Database

Distinct Tasks

Figure 3. The Level - 1 data flow diagram describing the data
flows during the login process.

Register Staff with
biometric capture

Check Keys
Collection Records

View/Update Staff

Figure 4. Level 2 - data flow diagram describing the
predefined roles of the admin after a successful login to the
system

B Database

SUCEEss

Display staff info

Figure 5. The level 3- data flow diagram in figure describing
task of the staff during the collection of an office key.

Figure 6 shows the flowchart of the developed system.
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Figure 6. Flowchart of key collection management system

Figure 6 above, shows the process of the application using
flow symbols, in which only registered admins can login into
the system. If the user has no account then the system asks for
the creation of an account first, after which the user can be
granted access to the system before accessing its
functionalities as shown in the flow diagram.

4. Results and Discussion

The developed system provides a distinct and efficient method
for key collections in Dalhatu Araf Specialist Hospital, Lafia.
Since the administrator of the developed system employs a
biometric technology to check the authenticity of the staff
about his or her office, the staff does not have to repeatedly
record information during key collections. Key collection
records are not at risk from dangers like fire, flood, and
vandalism hence, record's longevity is preserved as a result.
Personnel impersonation is eliminated since only registered
legal staff can be uniquely identified thanks to the use of
biometric measures.

The Control/Main Menu as shown in Figure 7 provides an
interface for easily navigating hierarchical data. The most
common placement of a menu is in the site navigation area or
navigation bar and is referred to as a navigation menu.
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Figure 7. View of the main menu (havigation bar)

e Collect: The collect button is in charge of capturing the
data/details of the user at the point of key collection.

e Login: The login page is used by only the admin to access
the admin dashboard by which the admin can add
staff/user, view staff, and also check collection.

The Key Management System checks the accuracy and also
controls the flow of data into the computer. For example, when
an admin provides accurate login parameters, the system
grants access to its dashboard else it prompts “Wrong Email or
Password”.

Figure 8 shows the admin successfully login in by taking the
admin to its dashboard.

KEY-APP

ADD STAFF

VIEW STAFF

COLLECTION

LOGOUT

Figure 8. Shows admin dashboard for a successful login

The output from the system accomplish the following
objectives:

o Key Collection Record: It displays the list of collection
records with their status of either sign-in or sign-out in the
key management system as shown in Figure 9.

e Trigger an action: Once a staff collects a key, the system
will require the staff to sign-in and the staff will only sign-
out at the point of key return.
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KEY COLLECTION RECORD

DATE: 2021.11.28 AD at 12:22:35
GMT+01:00
STAFF-ID : ST123
8\ OFFICE-NO: Room 1 STATUS: sign-out
| DATE: 2021.11.28 AD at 12:49:17
GMT+01:00
STAFF-ID : ST123
OFFICE-NO: Room 1 STATUS: sign-in

DATE: 2021.11.28 AD at 20:25:27
GMT+01:00

STAFF-ID : ST112

OFFICE-NO: Room 10 STATUS: sign-out

Figure 9. Shows key record collection.
5. Conclusions

In conclusion, the study optimized the viability offered by
android devices with biometric technology to authenticate the
staff's genuity during key collection using Java programming
language and SQL.ite database technology after identifying the
need for the automation of the manual key collection system
and, more importantly, the eradication of staff impersonation
in gaining access to staff offices. The development process was
streamlined by heavily utilizing the Structured System
Analysis and Design approach, which also reduced the cost
and work required for deployment. The most important driving
force behind this study is the sensitivity and integrity of staff
data, hence the established system was created to reduce such
hurdles.

This research suggests the following for the intended system's
successful and efficient operation:

e The hospital system needs to hold a training session for
the personnel in charge of managing the system.

e The admin position, which is charged with recording all
personnel data, should go to a hardworking and reliable
employee.
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e Tablet computers should be used for the application's
operations since they allow for a respectable quantity of
biometric registration.
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